BQ CONG THUONG
TRUONG PAI HQC CONG NGHIEP TP. HO CHi MINH

KHOA CONG NGHE THONG TIN

BAI BAO CAO TIEU LUAN

pé i THIET KE HE THONG MANG CHO MOT CONG TY

(CONG TY TPLTRANSER)

GVHD: Th.s Nguyén Thanh Thdi
SVTH: Nguyén Vin Péng — 11358001
Mai Minh Phung 11346541

LOP: CDTHIOBLT

Tp. Hé Chi Minh, thang 2 nam 2014.




LOI CAM ON
Chung em bay to 15i cam on chan thanh va sau sic nhat dén thay gido: Nguyén
Thanh Thdi, nguoi di giang day bo moén thiét ké mang va huéng dan ching em thyc
hién bai tiéu luan nay. Va ching em giri 16i cam on dén hai anh: Nguyén Manh Cuong &
T6 Van T6 1a nhan vién IT cta cong ty THNH Nhan Thiang di cung cap tai liu va huéng

dan chiing em rat nhiéu.

Chung em tran trong cam on dén cac thay, co gido Khoa cong nghé thong tin -
Truong dai hoc cong nghiép thanh phé H6 Chi Minh, cac thiy c6 bo mén di giang day,
tao diéu kién cho chung em hoan thanh bai tiéu luan nay.

Péng thoi ching toi cling giri 10i cam on dén anh chi va ban bé sinh vién cing
chuyén nganh ciing nhu cc anh em trén cac blog, dién dan da chia sé tai liéu, gop y kién

gitip chung t6i trong sudt thoi gian qua.

Mic du da ¢d gin hét stic, nhung cudn tiéu luan nay khong tranh khoi nhing thiéu
sot. Rat mong quy thay co va ban bé dong gop v kién dé chung em hoan thién bai tiéu

luan nay tot hon.
Xin chan thanh cam on.
Nhom thuc hién

Nguyén Vin Pong & Mai Minh Phung
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Thiét ké hé tho”'ng mang

1. Muc dich yéu cau
Xay dyng hé thong File Server va chién lugc sao luu phyc hdi dit liéu cho user

trong hé thong mang cta Cty véi cac yéu cau sau:
- MJdi Nhan vién déu c6 quyén twong mg trén File Server
- Haé thong File Server chira tai nguyén phai duoc chia sé

- MJbi Nhan vién khi logon vao hé théng s& c6 2 6 dia mang (dung chung

va dung riéng).

- MJdi Nhan vién khi lam viéc dir liéu phai dugc luu trén File Server,

khong cho phép nhén vién luu trit dir li¢u trén may local.

- Xay dung chién lugc sao luu va phuc hdi dit liéu cho hé thong File

Server
+ No6i dung chuyén mon can cé:
- WSUS

- Remote Assistant: dung dé hé trg support tir xa khi ngudi quan tri tir

internet remote vé cong ty.
- Group policy: account, local, software restriction.
- File server: Sharing & NTFS permission, backup & restore.
- User & Group: home folder, script (log in).
- DHCP.
- DNS.

- Printer server: ngoai cac cau hinh co ban c¢6 thém phan c6 thé sir dung

printer qua internet.
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Thiét ké hé tho”'ng mang

- RAID
- Web, FTP duoc publish(NAT) ra internet dung RRAS.
- Deploy antivirus.

2. T6 chitc cong ty
VNTransport 1a mot cong ty van tai duong bo. Hién tai cong ty dang toa lac tai
mot tod nha & TP.HCM. Pi hoat dong gan 5 nim va mudn xdy dung hé thong

mang ndi bd mo hinh domain cho cong ty.

Céu tric tod nha cta cong ty gdm mot tang trét va ba tang lau. Tang mot da duoc
sir dung cho ba phong ban, tang hai cho hai phong ban, ting ba 13 ting quan 1y tap

trung cac may chu quan trong ctia cong ty.

Chi tiét: Nhan sy va phong ban trong cong ty:
- Phong Hanh chinh nhén sy: 10 nguoi (tang 1)
- Phong K¢é hoach kinh doanh: 10 nguoi (tang 1)
- Phong K§ Thuat: 10 ngudi (ting 1)
- Phong Tai chinh — Ké Toan: 20 ngudi (ting 2)
- Phong Ban Giam Pdc: 4 ngudi (tng 2)

3. Thiét ké logic va thiét ké vat Iy
Cong ty can xay dung 1 hé théng mang theo mo hinh domain dé quan 1y tap

trung tao diéu kién thuan loi cho viéc quan tri hé théng mang.

Co tac ca 5 server, trén moi server chay cac dich vu khac nhau dé tiét ki¢ém

chi phi. Chi tiét vé cac dich vu trén mé hinh chirc ning sau:
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Thiét ké mo hinh IP

Tang 3 : Subnet 3,14 host .
Net : 192,168.1,96,28 MO HINH IP

Switch Fi ™

i Subnet 4, 2 host -‘v..
| Met:192.168.1.112/30

SERVER 01 SERVER 02 SERVER 02 SERVER 04 L
el pc2 WEB SERVER FIS Interface Public Interface Public 1
DNS T DS 2 FTP SERVER WSS 1B 192.168.1.114/30 1P 1192 168.1.113/30
DHCP 1 DHCP 2 PRINTER SERVER FILE SERVER 5M : 255.255.255.252 S 355,255.255.252
1P+ 192,168,197 IP ;192,168,198 1P 192.168.1.99 1P 192.165.1.100 DWW :192.168.1.113
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Tang 2: Subnet 2, 30 host
Met:192.168.1.64/27
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Tang 1: Subnet 1, 62 host
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Hinh 3: M6 hinh IP

4.Thiét bi cai dit

- 53 computer cau hinh manh va vira

5 server 2003

1 Modem ADSL

2 witch 24 port, 1 switch 16 port, 4 switch 8 port

4 may in LaserJet

Cable RJ45-ADC 450
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Thiét ké hé théng mang

Uu diém: cong nghé pho bién va gia thanh ré

Nhuoc diém: h¢ thong c6 thé xdy ra 161 do phan mém nén can c6 nhan vién ky thuat

chuyén mon hd trg

5. Phin mén \rng dung

- Sir dung Windows Server 2003 dé cai dit va quan 1y tac ca cac dich vu

quan trong trong cong ty

- File server: Luu trir, chia s€, quan ly dir li€u tap trung

- Domain Controller, DNS, DHCP server: quan 1y hé thong cic ddi

tuong, phan giai tén, cap phat IP dong cho toan bd ving mang LAN

- Web, FTP, Printer server: Quan ly web, ftp va may in mang.

- RIS, WSUS: trién khai hé diéu hanh, cdp nhét cac ban va 16i cho hé

thong

- RRAS, Antivirus: l1am chuc nang router (Lan-Routing, VPN, NAT),

quan ly viéc quét virus cho céc antivirus client trén may nhan vién va

cap nhat cac ban diét virus mdi tir internet.

6. Phwrong 4n trién khai

6.1 Bang phdn hoach IP

External 192.168.1.113 | 255.255.255.252 | 192.168.1.113 | DNS ISP
External 192.168.1.114 | 255.255.255.252 | 192.168.1.113 | DNS ISP
Internal-server | 192.168.1.101 | 255.255.255.240
LAN-Floor 1 192.168.1.1 255.255.255.192
LAN-Floor 2 192.168.1.65 255.255.255.224
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Thiét ké hé théng mang

De 1 192.168.1.97
DNSI Internal-server 192.168.1.97 255.255.255.240 | 192.168.1.101 | 192.168.1.98
Forw ader:
DHCP 1 ,
den Isp
192.168.1.97
Internal-server 192.168.1.98 255.255.255.240 | 192.168.1.101 | 192.168.1.98
Forw ader:
dén Isp
Internal-server 192.168.1.99 255.255.255.240 | 192.168.1.101 | 192.168.1.97
192.168.1.98
192.168.1.97
Internal-server 192.168.1.100 255.255.255.240 | 192.168.1.101
192.168.1.98
192.168.1.2 >
192.168.1.97
Floor 1 LAN-Floor 1 192.168.1.62 255.255.255.102 | 192.168.1.1
192.168.1.98
192.168.1.66 ->
Floor 2 LAN-Floor 2 192.168.1.94 255.255.255.224 | 192.168.1.65 192.168.1.97
192.168.1.98

6.2. Thiét ké va xdy dung so dé hé théng

6.2.1 Thiét ké va xay dung Domain

X4y dung cau trac Active Directory
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BY NGUYEN VAN BONG VA MAI MINH PHUNG - IUH - COTH10BLT

[ DC1
\l YEU cAU 1

‘\2%‘

CLIENTS 1 CLIENTS

7.

DC DONG CAP VA MO HINH HOAT DONG

Hinh 4: M6 hinh Domain

Chire nang cua Domain Controller:

May DC giup quan 1y céac doi tuong nhu domain, ou, group, user, may in, va rat

nhiéu cac d6i tuong khac. Pé may DC hoat dong on dinh, cdu hinh dung 1a cuc ky quan

trong. Ta tién hanh xay dyng 2 DC dong cép trén hé thong gitp t6i uu héa kha ning lam

viéc cling nhu sy an toan cho hé thong.

Uu diém:

Hai may DC dong cip c6 co ciu Replicate dit liéu qua lai va hoat dong ngang

hang. Khi c6 mot user giri yéu cau lén DC1 xir li, thong tin tir user thir 2 s& dugc tiép
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Thiét ké hé tho”'ng mang

nhan bdi DC2. Hai may nay sé thay phién nhau lam viéc, giup hé théng van hanh nhe

nhang hon.

Khi c6 mdt may trong hé théng khong hoat dong nira, may DC con lai s€ c6 nhi€ém
vu thyc hién hét tic ca cac cong viéc diéu hanh va quan 1y cac ddi tugng. Gitp hé thong

van van hanh t6t khi ¢6 sy c6 véi mdt may DC nao do.

Khi xay dung 2 dc dong cip, dir liéu truyén qua gitta 2 may ndy theo co ché nhan ban
(Replicate), bao mat va khong chiém qua nhiéu bing thong hé théng nhu qua trinh

transfer.
Ta xdy dyung 2 may Domain controller dong c4p lan lugt nhu sau:
DCI:
Domain type: Forest Root Domain
Full quality domain name: server01.vntransport.vn
DC2:
Domain type: Additional Domain
Full quality domain name: server02.vntransport.vn

DC1 va DC2 dong cp hoat dong ngang hang chia sé& thyc hién cac yéu cau tir cac client
trong hé théng. Khi DC1 bi sy ¢6 DC2 ¢6 nhiém vy thuc hién quan ly céac doi tuong cho
DCl1

6.2.2 Xay dung cau tric OU va Group
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Hinh 5: M6 hinh OU va GROUP
Chién lugc Group dugc str dung: A-G-P, ap dung khi forest c6 mot domain va it user.

Giai thich chién lugc A-G-P: Account — Global Group — Permission. Cac User Account

(A) duoc dua vao Global Group (G), va gidi han quyén t6i group nay (P).
o Uu diém:
- Cac group khong 10ng vao nhau nén viée xtr 1y su ¢ s& dé dang hon

- Tai khoan thudc vé mot pham vi nhém don 1é.
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Thiét ké hé thong mang

e Nhuoc diém:

- Tai moi thoi gian mdt nguoi dung xac nhan vdi mot tai nguyén. Server kieém tra thanh

vién cia nhoém va xac dinh né c6 phai la member khong?
- Sy thyc thi bi giam sat véoi vi nhom global khong c6 Cache.

Bang thiét ké Group

Group
Group Scope
Type
Group ouU
=
g ©
= E > ]
s |z |5 |§F |4
E |£ |2 |5 |&
(=] — = 8 2
=) Qo =} »n =)
BanGiamDoc P P BanGiamDoc
ThuKy P P BanGiamDoc
KToan P P KeToan
HC-NS P P HanhChinh-NhanSu
KT-KD P P KeHoach-KinhDoanh
KThuat P P KyThuat

6.3 Chién luwoc Backup va Restore Active Directory.
Pé dam bao su an toan cho dir lidu va kha niang hoi phuc dir lidu khi can thiét. Ta

tién hanh backup va restore cho Active Directory

6.3.1 Yéu cau khi thyc hién Backup Restore cho Active Directory

- Pam bao dir liéu duoc luu trir tot dé phuc hdi sau backup
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- Lya chon thoi dting thoi diém dé backup khong gay anh hudng hoat dong

cua may chu

- Sir dung cac chién luge restore hop 1y khi gip nhiing sy ¢6 khac nhau trén
AD

6.3.2 Pinh huéng thue hién
- St dung thiét bi luu trir chuyén dung cho viéc backup 1a Tape Driver:
Hewlett Packard StorageWorks DAT 24 (DW069A) DAT Tape Drive DAT, 12
GB, USB 2.0 Interface, Internal Enclosure, 1.5 MBps, For: PC Platforms.

- Chon thoi gian backup thich hop t6t nhét 14 vao nhing lac vang nhan vién

lam viéc nhu vao luc nghi trua hoac sau gio lam viéc.

- St dung céc chién lugc restore phit hop nhu: Primary, Non-Authoritative,

Anthoritative

6.3.3. Cach thue hién:
a. Backup System State: ding dé backup lai database cua Active Directory.

Dung chuong trinh backup NTBACKUP c¢6 san ciia Windows dé tién hanh backup

system state cho hé thong.

b. Restore AD: Tuy vao cac truong hop khac nhau cua sy ¢ Domain

Controller ta tién hanh cac kiéu restote database khac nhau

e Truong hop 1: Authoritative Restore

Khi chon cach phuc hdi nay tir may DCI (file backup & trén may nay), dit lidu
dugc nhan ban (replicate) nguoc lai tir may DC2. Néu mudn chon giir lai ddi
tugng nao dugc tao ra sau thoi diém backup trén DCI1 ta sé& chay dong 1énh

NTDSUNTIL dé giir lai ddi tuong do.
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Gia st mudn gitr lai user NV-Ktoan01 trén DCI1 dugc tao ra sau thoi diém

backup, ta lan lugt chay dong 1énh trén cmd nhu sau:
NTDSUNTIL
Authoritative Restore

b

Restore Object “cn=NV-Ktoan01,ou=Ktoan,ou=KeToan,dc=vntransport,dc=vn’
Quit
Restart

e Truong hop 2: Non-Authoritative Restore

Hinh thic ndy s& ghi lai tinh trang hé thong khi tién hanh backup két hop voi
nhitng doi tugng tir may DC bén kia sau khi ban backup dugc tao ra, gia sur ta tao
ban backup trén DC1 va sau d6 tao user NV-Ktoan01 trén DC2. Sau d6 tién hanh
restore file backup. Sau khi restore hé thong s& bao gdm nhiing ddi tuwong khi

backup cung véi user NV-Ktoan01 duogc tao ra trén DC2 nhan ban qua.

e Truong hop 3: Primary Restore

Hinh thiic nay s& lay trang thai méi nhat cho file backup va phuc héi lai cho DC
tién hanh restore, hé théng tu dong déng bo cho DC khac trén hé théng. Ta su
dung cach backup nay khi tic ca cic may DC déu bi mat dir liéu va mudn phuc

héi lai dit liéu tai thoi diém backup.

6.3.4. Tong két Backup & Restore AD
Mot hé théng an toan la hé théng duoc backup thuong xuyén va st dung
chién lugc restore dung thoi diém. Sir dung chién lugc backup restore AD gitip dit

liéu trén cac mady DC dugc bao dam an xdy ra bién c¢o h¢ thong.
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6.4. Thiét ké va xdy dung DNS
DNS la mot méau chdt quan trong cho sy van hanh hé théng mang. Pé DNS

hoat dong t6t, ta can thuc hién thiét ké va cai dit dung phuong phap va chinh xac.

6.4.1. Chirc nang cua DNS server:
Ngoai chirc nang phan giai tén mién thanh IP va nguoc lai. Vi DNS 1a mot
co s¢ dir liu phan tan va c6 kha nang mé rong. N6 giup ngudi quan tri cuc bd co
thé quan li dir liéu ndi bo thudc pham vi cua ho, dir li€u nay duoc truy cdp trén

toan bo hé théng theo mo hinh client-server.
Uu diém:
- Tang kha ning chiu 16i
- Can bang tai
- Security (dynamic update)

- Giam traffic h¢ thong (khoéng phai transfer ma thong tin Dns duoc

replicate chung voi AD)

6.4.2. Yéu cau dinh hwéng va cach thwe hién
Xay dyng 2 DNS primary server dé dam bao tinh sdn sang va kha ning chiu 15i.

Khi 1 server bi sy ¢ DNS server con lai sé thuc hién cac yéu cau phan giai cua client.
e Xay dung hé théng DNS trén server01
- Vao control panel cai dat Dns service
- Cau hinh Primary Zone tich hgp AD
- Cau hinh Forward lookup zone va Reverse lookup zones

e Xay dung DNS trén server(2
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- Chi can cai dat DNS service sau do tac ca cac dir liéu sé dugc replicate tr may

dns1 qua.

Sau khi cdu hinh xong ta s& tién hanh kiém tra DNS c¢6 phan giai dung hay khong
bang 1énh nslookup trén CMD. Néu phan giai t6t két thuc qua trinh ciu hinh va tiép tuc

xay dung cac dich vu khac.

6.4.3.Tong két dich vu DNS
DNS la mét dich vu cuc ky quan trong trén hé théng mang. DPé DNS c¢o thé phan

gidi dung va c6 kha nang hoat dong 6n dinh, ta can tién hanh cac budc cau hinh chinh xac

7. Chién lwgc bio vé

7.1 Xdy dwng va Ciu hinh File server

File server duoc dit trén mot & dia cimg riéng va dinh dang theo chuan NTFS.
Trén dia cirng nay tao phan vung D chira dit li¢u. Phan vung nay chi st dung cho file

server khong c6 muc dich nao khéc.
¢+ Xay dung cay thue muc chira dir li€u trén phan vung D
- Ta tao ra 2 thu muc chttc nang ddm nhén cong viéc riéng.
. Public: thu muc dung chung, nhan vién c6 thé luu va chia s& dir liéu tai day
Trén Public chtra 2 thu muc dung chung:
+  Report: thu myc luu cic bao cdo cua nhan vién cho ban diéu hanh.
+  Application: thu myc luu trit cac tmg dung phu hop dé deploy xubng cho

tung phong ban.
. Private: thu muc dung riéng, luu trit dit liéu lam viéc cia ting nhan vién
riéng bi¢t. Moi nhan vién khi logon vao hé thong s€ c6 mét thu muc tuong ung,
thu muc nay s€ lam My Document cho ting nhan vién.
7.2 Dinh hwéng phin quyén NTFS va cdch thive thwe hién:

a. Yéu cau chung:
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- Nhéan vién khong thé x6a hodc thay doi cau truc thu muc c6 san
- Nhéan vién c6 toan quyén trén thu muc va dir liéu minh tao ra
- Nhéan vién khong chinh sira hodc x6a dugc dir li¢u ciia nguoi khac

b. Yéu cau riéng:

- Trén Public: Nhan vién dugc quyén doc tac ca cac du li€u. Puoc quyén tao -
chinh stta - x6a dit liéu cua minh, khong dugc chinh stra - x6a dir li¢u cua nguoi
khac.

+ Trén Report: Nhan vién chi c6 quyén doc va ghi dit liéu cia minh.
+ Trén Application: chi danh cho admin deploy phan mém.

- Trén Private: Chua cic thu muc tuong tng cho cac nhan vién, khi nhan vién
dang nhap vao hé théng lan dau tién thi s& tu dong tao ra mét thu muyc trung trén
cua user nhan vién, thu muc nay dugc st dung lam My Documents cho nhan vién
khi 1am viéc trén hé thong. Dit liéu ctia nhan vién duoc luu trit truc tiép trén server
va nhan vién s& thdy duy nhat dir liéu cia minh, khong thay bat ctr thu muc nao
cua cac nhan vién khac.

c. Cdach phdn quyén NTES

. Cong viéc chung:

- Share 2 thu muyc véi tén tuong ing

- Thiét lap Full Control cho Everyone ¢ Share Permission cho tic ca cac thu muc
share

- Cau hinh NTFS Permission:

+ G& bo dic tinh thira huéng trén 6 dia D

+ Remove group Nhén viéns khoi 6 dia D

+ Add cac group tuong ing cua phong ban vao

+ Thiét 1ap Full control cho tai khoan CREATE OWNER trén D
. Cong viéc riéng trén tung thu muc share:

Bang phan quyén:
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Folder Share NTFS (advanced) | Users/Group | Apply onto
Public Full Travel Folder /| BanGiamDoc | This folders,
control | Execute file ThuKy i}ibfolders and
. iles
List Folder / Read KToan
Data
HC-NS
Read Attributes
KT-KD
Read Extend
Attributes KThuat
Create Folders /
Append Data
Report Full Travel Folder /| BanGiamDoc | This folders,
control Execute file ThuKy i}ibfolders and
. iles
List Folder / Read KToan
Data
HC-NS
Create Folders /
Append Data KT-KD
Read Attributes KThuat
Write Attributes
Application Full Full control Administrator | This  folders,
control subfolders and
files

+ Sir dung Group Policy dé cau hinh thu myc Private chia cic My Documents cia
nhan vién

7.3 Str dung Quota dé gici han khong gian luu triv.

a. Uu diém va nhuoc diem

- Uu diém: Gi6i han dugc khong gian st dung 6 dia mang cho nhan vién, tranh
tinh trang st dung qua nhi€u lam anh hudng cho file server, lang phi tai nguyén
cling nhu toc d§ truy xuat dit liéu cua nhitng nhan vién khéc

- Nhuoe diém: Déi voi cac phong khac nhau phai thiét 1ap cac mirc han ngach
khéc nhau tuy vao nhu cau, moi khi dir liéu 1am vi¢c cua mot ai d6 da day chung ta
phai diéu chinh lai mirc han ngach. Khong the thicét 1ap mdt lan dé sir dung mai
mai.
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b. Cdch thuc hién
Mobi nhan vién chi dugc sir dung 500mb trén & dia ciing cua file server

Thong bao cho nhan vién khi ding dén 450mb, dén 500mb thi khong luu dir liéu
duoc nira.

Thiét 1ap quota cho tac ca cac nhan vién nhu sau:
Limit disk space: 500mb
Warning level: 450mb

7.4 Giam sdt hoat dpng cvua nhdn vién trén file server voi Audit
Giam sat cac hoat dong ctia nhan vién trén file server nhu: tao, chinh sira, xo6a...

a. Uu diém va nhuoc diem

- Uu diém: giam sat gitip quan 1y dugce cong viéc cua user va cé thé ghi ra bao cdo
khi can thiét

- Nhuoc diém: 1am cong viéc xtr 1y trén file server dién ra cham hon do mdi 1an c6
cac su ki¢n xay ra phai ghi lai nhitng sy kién do.

b. Cdch thuc hién

Thém danh sach cac nhan vién muon gidm sat vao va tuy chon cac sy ki¢n
Successful hodc Failed phu hop véi quyén cia timg nhan vién trén 6 dia

7.5 Swr dung Shadow Copies.

Shadow Copies cho phép sao luu dit liéu tam thoi do nhan vién tao ra va phuc hdi
khi 16 bi nhan vién v6 tinh x6a hoac ghi d¢...trong ngay hom do.

a. Uu diém va nhuoc diem

- Uu diém: restore lai mdt cach nhanh chong, ghi lai nhiéu version khac nhau cua
mot file cho phép thuc hién qua trinh restore theo ngay gi¢ cu the.

- Nhuoc diém: chi khic phuc nhiing su ¢b nho khi bi )goé mat file hay thu muc.
Khong thé thay thé dugc cac hinh thuc sao luu truyén thong.

b. Cach thuc hién

- Enable chirc nang Shadow Copies trén dia cting file server.

- Lap lich dé ty dong sao luu

- Cho may tinh nhan vién cai dat chuong trinh Previous Versions Client trong thu
muc C:\WINDOW  S\system32\clients\twclient\x86
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- Dé thyc hién phuc hoi: tir may nhan vién vao thu muc ma user da thuc hién thay
doi chon Properties -> chon Previous Versions -> Chon thoi diém da sao luu ->
Chon Restore.

7.6 Chién lwgc Backup & Restore cho File Server.

Backup & Restore 13 hinh thirc sao luu truyén théng khong thé thiéu trén bat cir
file server nao. N6 1a linh hon cua file server, dong vai tro cuc ky quan trong trong
cong viéc bam dam su an toan dir li¢u. Dt liéu dugc tao ra va sao luu, phuc hoi tai
nhing thoi diém thich hop gitp ta ddi pho véi bat ctr tinh hudng nao khi xay ra sy
cb trén file server.

a. Uu diém va nhwoc diém

- Uu diém: ¢6 thé két hop nhiéu phwong phap sao luu, gitp lay lai giit liéu cta bat
ctr thoi diém nao néu can thiét.

- Nhuoc diém: dit liéu ngdy cang ting 1én cang tén nhiéu thiét bi dé luu trix, thoi
gian sao luu cang cham.

a. Yéu cdu va dinh huéng

Céc yéu cau:

- Str dyng bang tir dé luu trit (Tape Drive), giap bao quan t6t hon 1a DVD

- Backup vao thoi diém it nhan vién lam viéc hodc tac ca da nghi dé tranh truong
hop nhan vién cép nhat dir liéu sau thoi diém backup cua server.

- Backup 1am sao dé dir liéu tao ra 1a it nhat, thoi gian ngan nhat nhung van dam
bao day du, on dinh, c6 thé lay lai dir liéu cua mot ngay bat ky trong tuan.

Backup Normal:

Backup full, c6 nghia la s& backup hét tat ca cai gi ma minh da chon

- Thoi diém dung: backup full thuong 1am vao ngay cudi tuan va dau tudn
- Uu diém: sé backup toan bo cai gi chung ta can.

- Khuyét diém: thoi gian backup va restore sé 1au vi backup hét va restore hét, can
c6 thiét bi dung luong 16n d€ chura file backup.

Backup Incremental:

Kiéu backup nay 14 chi backup lai nhitng gi thay doi ctia ngay backup so vé6i lan
backup trudc

- Thoi diém dung: cac ngay con lai trong tuan triy thir 2 va thir 7

- Uu diém: thot gian backup nhanh vi chi backup lai nhing gi thay d6i so véi lan
trude, khong can storage 16n dé chua file backup
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- Khuyét diém: phai restore tung file theo thir tw Full va bakup ngay thu 2 roi dén
ngay thur 3 ... sau cung d€n ngay can restore.

Backup Differential:

Kiéu backup 1a file backup dugc tao ra gdm backup Full cia ngay hom trudeva su
thay doi cua ngay can backup

- Thoi diém dung :Thudng ding vao cic ngay con lai trong tuan trir thir 2 va thir 7

- Uu diém: bakup lai ban Full cia ngay hom trudc va su thay d6i ctia ngay backup
nén khi restore s¢ nhanh hon incremental

- Khuyét diém: thoi gian backup sé 1au hon kiéu normal nhung thoi gian restore
nhanh hon ki€u incremental, can storage 16n dé chua file backup.

b. Céch thuc hién:

Tuén 1

Tuén 2

Tuén 3

Thir 2: Normal

Thu 2: Differental

Thu 2: Differental

Thir 3: Incremental

Thir 3: Incremental

Thir 3: Incremental

Thir 4: Incremental

Thir 4: Incremental

Thi 4: Incremental

Thir 5: Incremental

Thir 5: Incremental

Thu 5: Incremental

Thir 6: Incremental

Thir 6: Incremental

Thu 6: Incremental

Thir 7: Normal

Thir 7: Normal

Thir 7: Normal

CN: khbéng dung

CN: khbéng dung

CN: khbéng dung

Bén trén la lich backup dinh ky hang tuan, phu hop véi kha ndng va yéu cau cua
mdt cong ty vira va nho. Tur day chiing ta s€ can ctr dé 1ap lich backup dinh ky.

7.7 Xdy dwng é dia dw phong Raid

Sao luu dir liéu ludén 1a mot nhiém vu can thiét va cap bach ddi véi cac doanh
nghiép, to chuc hay bat ky c4 nhan nao. Bét cr khi nao 6 ctng cﬁng c6 thé bi hong
hay bad ma khong hé bao trudc va kém theo d6 thi dir lidu ciing “ra di”. Vay tai
sao thay vi viéc “ngdi chd” 6 cling ma khong tu thiét 1ap cho minh mot hé théng
sao luu dy phong don gian ma khong can mat quéa nhiéu cong strc vao viéc backup
hang ngay, hang gio (ké ca khi da c6 chuong trinh hd trg). O dia cimg hién nay
khong con qua dat va qua sa xi, vi vay ta can tao cho cong ty mdt hé thong sao luu
du phong co ban (RAID).

St dung Raid gitip tang toc do truy xuat dir liéu cling nhu bao dam viéc sao luu
phuc hdi cho & dia climg hé thdng mot cach an toan. Tiy vao nhu ciu cta cong ty
ta co thé sir dung Raid trén DC, File Server.

Trang 19



Thiét ké hé tho”'ng mang

Yéu cau va dinh hudng
Yéu cau: Su dung Raid dé tang tdc truy xuat, sao luu an toan va ré tién.

Dinh huéng: Sur dung Raid 5 dé thuc hién.
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